Autodesk® AutoCAD® 2013-2015 Raster Image

Vulnerability Hotfix
Thank you for downloading the AutoCAD 2013-2015 Raster Image Vulnerability Hotfix.

This readme contains the latest information regarding the installation and use of this Hotfix. Itis
strongly recommended that you read this entire document before updating your product(s).

For reference, please save this document to your hard drive or print a copy.
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Affected Products

This Hotfix applies to the following products (either installed stand-alone or from suites). Each
product must be patched with the latest applicable service pack prior to installing the Hotfix.

AutoCAD 2013-2015

AutoCAD Architecture 2013-2015
AutoCAD Civil 3D 2013-2015
AutoCAD ecscad 2013-2014
AutoCAD Electrical 2013-2015
AutoCAD LT® 2013-2015
AutoCAD Map 3D 2013-2015
AutoCAD Mechanical 2013-2015
AutoCAD MEP 2013-2015
AutoCAD P&ID 2013-2015
AutoCAD Plant 3D 2013-2015

AutoCAD Raster Design 2013-2015



AutoCAD Structural Detailing 2013-2015
AutoCAD Utility Design 2013-2015

DWG TrueView™ 2013-2015

Issues Resolved by This Update

This Hotfix addresses a vulnerability where a specially crafted raster image in a drawing can
trigger unauthorized code execution.

Installation Instructions

You must have administrative privileges on your Microsoft® Windows® operating system to
complete the installation process.

1. Close all software applications.

Run Task Manager. If the AdSync.exe process is running, select it and choose “End
Process” prior to running the Hoffix installer.

3. Download the Hotfix executable
(Autodesk_AutoCAD_2013 to 2015 Raster_Image_Vulnerability Hotfix.exe) to your
desktop.

4. Double-click on the downloaded Hotfix executable. This will launch the tool and
automatically update Autodesk software installed on your machine.

5. Review the contents of the Hotfix log file (AutoCAD Raster Imaging Hotfix.log) located in
%TEMP% to make sure your products are patched correctly.
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